STERGIOPOULOS George

Cybersecurity, ICS Security and Data Privacy Consultant
Assistant Professor of Cybersecurity
Dept. of Informatics

Athens University of Economics and Business

e : geostergiop@aueb.gr |

Work Experience

- Assistant Professor - Cybersecurity

Athens University of Economics and Business, Greece June 2025 - Present

Published more than 50 articles in IEEE, Springer and other international journals and conference proceedings.
Research work focuses on Industrial Systems Security (network, malware and attack prevention), Critical
Infrastructure Protection (modeling and architecture for cybersecurity), IT and Network Security (malware
communications, data leakage prevention avoidance), and Applied Cryptography.

R&D positions include being the Principal Investigator and Lead Researcher for various projects and funds,
including a project from the Google DNI Fund alongside University of Piraeus, Piraeus (Greece) implementing
secure proximity testing cryptographic protocols for online distributed users (“WordofMouth” (WoM) project)
and EU Horizon 2020 Oil and Gas industrial security and safety projects.

- Information Security Consultant Mar 2012 — Present

Contractor — Sole proprietorship

Delivered more than 50 projects for both the public and private sector, including banks, startups, finance
companies, industrial system providers and public healthcare organisations.

More than 14 years of experience in IT/OT and Telecommunications cybersecurity projects, including
Penetration Tests, Risk assessments and consulting for ISO 27001 ISMS development, IEC 62443, NIST 800
and relevant standardization using internationally approved methodologies (ITSRM, ITSMTES3, Pilar,
MAGERIT, Octave).

» Audits based on ISO27001, 62443-2, 62443-3 and relevant US NIST standards.

» Solutions architect for mitigating cybersecurity vulnerabilities. Disaster Recovery and Business
Continuity plan development for deploying within an Information Security Management System.

» Assessing/consulting IT and dev teams during implementation of security measures based on OWASP,
NIST and ISO 27000 series by identifying risks and proposing acceptable and mitigation strategies and
technical solutions.

> Risk analysis using MDCG 2019-16 Guidance on Cybersecurity for medical devices' includes a
separate Annex specifically for mapping IT security requirements to NIS Directive Cooperation Group
measures. The MDCG includes comprehensive references to risk assessment and impact assessment for
operating environments that utilise medical devices.

» Analysis of cyber-physical systems involving IT and building security management.

GDPR compliance consultant

» Managed and conducted more than 15 projects regarding Data Privacy and GDPR compliance for

companies.

1 https://ec.europa.eu/docsroom/documents/41863



»

Data mapping, Data Impact Assessments (DPIA) and preparedness in accordance with GDPR.

Penetration testing of information systems.

»

Red Teaming, binary exploitation, exploit & privilege escalation, web and mobile APIs.

Latest indicative experience and clients:

»
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Greek National Cyber Security Authority — Ministry of Digital Governance (NCSA)
1. Cybersecurity Consultant — Assessment, analysis and development of the NCC, strategies,
tools, roles and procedures. Analysis of current cybersecurity policy frameworks, (e.g.
NISD, ECCC etc.)
2. Development of new cybersecurity policies for the Greek government in response to NIS2
requirements and current trends
3. Policy analysis /recommendations /guidelines /promotion of existing or emerging policies
4. Policy research
Intrasoft — NetCompany (subcontractor)
ICT Protect
1. Expert Consultant — Subcontractor.
Hellenic Ministry of Digital Governance - General Directorate of Cyber Security
1. Project Manager — Consultant.
Obrela Security Industries
1. Project Research Lead — ISO27001.
UniSystems: Consultant - European EESSI interconnection w national systems
1. Assessment and consulting.
Gas distribution company [Redacted]
Legal Council of the Hellenic State
1. Cybersecurity expert — GDPR and ISO 27001 compliance analysis.
HEDNO — AEAAHE
1. Lead expert - ISO 27001 ISMS development for IT department
International Civil Aviation Organization UN/ICAO — Digital Security Technologies
1. Expert Consultant — Cybersecurity audit.
Legal Council of the State (NSK)
EBvikdc Dopéag Kowvovikng Acpdiiong (e-EOPKA)
Awacvvdeon tov EBvikod opyovicpov mapoyng vnpecimv vyeiog (EOITYY)
AveEdptnn Apyn Anpociov Ecoédmv (AAAE).
GAC, UMA shipping companies.
TWI - Cybersecurity and Critical Infrastructure Protection Expert (Internal Contractor) — 101074008
— PANTHEON — HORIZON-CL3-2021-DRS-01
1. Cybersecurity/security engineering, solutions architect and consultant (cyber)security on
system architecture and design, problem solving, vulnerability analysis and security.

- EU Cybersecurity Expert (External Contractor)

European Union Agency for Network and Information Security (ENISA)

»

»

»

»

NIS2 Expert consultant providing support on the NIS2 — ECSF integration Mar 2024 — Sept 2024

Expert support for the Editorial of the user manual of the European Cybersecurity Skills Framework

Expert support activities for the Infohub prototype Aug 2024 — Nov 2023

Expert support on activities for the development of the InfoHub prototype tool

NIS2 Expert consultant providing expert editorial support on the ECSF Nov 2022 — Jun 2023

Expert support for the Editorial of the user manual of the European Cybersecurity Skills Framework

Expert consultant on the assessment and support of the InfoHub ENISA Prototype Aug 2022 — Nov 2022

Expert support on activities for the development of the InfoHub prototype tool



e NIS Expert consultant on good cyber security practices under NIS 2.0 Directive Feb 2021 — Apr 2021
» Stock taking of good cyber security practices practices in:
1. Digital Infrastructures
2. Health infrastructures / medical devices
e EU reference labs
e Research and manufacturing of pharmaceuticals
e Research and manufacturing of medical devices
e Public administrations (overlap with all other sectors)
3. Space
e NIS Expert consultant for “Cyber security in the aviation sector” Apr 2020 — Jul 2020
» Expert contribution on the Aviation transport sector and specifically on the NIS Directive
implementation in the sector. Main goals and objectives:
» Depict the current landscape on cybersecurity for the Aviation sector (activities/initiatives running in
pan European level);
» Identify the key stakeholders and potential mandate on cybersecurity and relevant initiatives;
» List cybersecurity requirements deriving from other legal documentation.

- Assistant Professor - IT/OT Systems Security
University of the Aegean, Greece Mar 2021 — June 2025
o Research work focuses on Industrial Systems Security (network, malware and attack prevention), Critical

Infrastructure Protection (modeling and architecture for cybersecurity), IT and Network Security (malware
communications, data leakage prevention avoidance), Risk Assessment and Data security and privacy.

- Network and Information Security Officer (Full-time)
European Union Agency for Network and Information Security (ENISA) Jan. 2019 — Jul. 2019

» Contribute to the areas of the Core Operations Department 1 (COD 1) and specifically for the NIS Directive,
critical infrastructure protection (CIIP) & the Healthcare sector.
Lead author for report: “Power Sector Dependency: Attacks Against Time Sensitive Services”, July 2019.
Project involving the Energy and the Medical sector.
Data analysis, desktop research, technical analysis, and editorial tasks.
Collect and analyze existing publicly available material on threats, risks, and trends in NIS and emerging
technologies application areas.
Support performing detailed threat and risk analysis on two emerging technology/application areas from sectors:
Critical infrastructure dependencies, healthcare and the energy sector.
» Assist in the organization of workshops and teleconferences in the areas mentioned above.
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- IT & Industrial Cybersecurity Subject Matter Expert (Contractor)
Public Gas Corporation S.A. (DEPA), Greece Jul 2019 — Dec 2021
e Industrial cybersecurity and safety project manager. OT/Technical cybersecurity services on:

» Security architect for gas infrastructures, both cyber and physical.

» Lead expert for end-user IT/OT cybersecurity and design implementation of OT networks.

» Evaluation and preparation of technical solutions for the implementation of new security and safety
technologies.

» Preparation and submission of technical deliverables.



- R&D Principal Investigator — Lead Researcher
e University of Piraeus, Greece Oct. 2018 — July 2021
» Lead researcher on “MELITY” project for cybersecurity of medical devices.

» Development of methodologies and integrated security solutions for the protection of medical pumps and relevant
IOMT technologies used to provide / support in real-time healthcare (e-health).

e Athens University of Economics and Business, Greece May 2015 — Jan 2019
» Lead researcher — “Weighted interdependency modeling for traffic flow congestion mitigation in the UK
transportation system”.
» Modeling of congestion and flow analysis for protecting the Transportation Sector.
» Implementation (Java).

e Google Digital News Innovation (DNI) Fund — University of Piraeus Feb. 2017 — August 2017
» Implementation of secure proximity testing cryptographic protocols for online mobile users.
» Lead researcher and R&D project manager for “Word of Mouth” (WoM) project at the University of Piraeus.
> Business Analysis & development (Android), business Impact analysis
» Technology utilization and implementation.

- IT Network Administrator (Part-Time)
Athens University of Economics and Business, Greece September 2012 - July 2015
e Preparation and operation of a computer laboratory and internal networks (LANs, Virtual Machines etc.).

e Operate, maintain and extend Windows and Linux servers and virtual machines powering development, staging
and production environments.

e Automate everyday tasks and develop solutions to ease infrastructure operations.

e  Monitor and improve the infrastructure's performance and security.

e Participate in debugging sessions and contribute to infrastructure design.

- Software analyst (Full-Time)
Hellenic National Defense General Staff, Cyber Defense Division, Greece
March 2011 — Nov. 2011

» [Redacted)]

Projects (indicative list, only 2018 onwards)

III.A. TWI Research Center (TWI Hellas - HORIZON-CL3-2021-DRS-01-01)
Researcher and Security Consultant Sept 2022 — Present

Project “Pantheon” HORIZON-CL3-2021-DRS-01-01: Pantheon — Improved understanding of risk
exposure and its public awareness in areas exposed to multi-hazards.

Provision of research and consulting services in cybersecurity/critical infrastructure security, focusing on
system architecture and design, problem solving, vulnerability analysis, and securing systems against
cyberattacks, as well as the development of methods, quantification, and standardization of system security
issues.

ITI.B. Expertise France — Group AFD - National Cyber Security Authority
Cybersecurity Expert Apr 2023 — Present



1. 2023, Project "Contract for the provision of individual expertise services as part of an international cooperation
project".

» Provision of specialized services in cybersecurity research and development of cybersecurity assessment
methodologies as part of the National Cybersecurity Strategy, in collaboration with the National Cyber
Security Authority (NCSA).

2. 2024, Project “implementation of a mission carried out by a designated individual expert concerning “Expert on
Digital Transformation (PRE-GOV02.b), which is part of the cooperation project “22EL03 - Next generation of
digital public services” - TSI12022”,

» Provision of specialized services in cybersecurity research and development.

ITI.C. Expert Consultant

1.
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Information Security Consultant for drone cybersecurity — ALTUS L.S.A.

External Information Security Officer — Bespot

Expert Consultant - European Union Agency for Cybersecurity (ENISA - CEI)

Experienced Cybersecurity Researcher in the project “Technological Research and Development in the Field of
Cybersecurity,” funded by the Ministry of Digital Governance in collaboration with the National Cyber Security
Authority.

Conducting the Security Study for the digital interconnection of the information systems of the National Social
Security Organization (e-EFKA) with the European Electronic Exchange of Social Security Information (EESSI),
as part of the project “Security Study for the interconnection of e-EFKA with the European Electronic Exchange
of Social Security Information (EESSI)”.

Senior Cybersecurity Specialist in the project “Security Study of the Integrated System for Monitoring and
Recording of Fishing Activities (OSPDA)”.

Provision of specialized services as a Cybersecurity Expert in the project “Security Study for the interconnection
of the National Organization for Healthcare Services (EOPYY) with the European Electronic Exchange of Social
Security Information (EOPYY — EESSI)”.

Security consultant for technical support of the upgrade of the OPS system for managing administrative justice
cases (OPS).

Provision of specialized cybersecurity research services at the Athens University of Economics and Business
(AUEB).

Provision of Cybersecurity Expert services in the project “Scientific Consultant for UN/ICAO Security Standards
(INCAO-PKI)” on digital passport security, funded by Digital Security Technologies S.A.

Provision of Expert Scientific Consultant services for evaluating the compliance of the Eispraxis Information
System Security Plan with the existing Information Systems Security Policy of the Ministry of Finance, the
application of the Eispraxis Security Plan, and the automated vulnerability checks using specialized software, as
follows: (a) Technical vulnerability assessments, (b) Penetration tests, (c) Web application security tests, and (d)
Stress tests, as part of the project “Security Evaluation of the Eispraxis Information System of the Independent
Authority for Public Revenue (IAPR)”.

Senior Cybersecurity Researcher in the project “Provision of specialized research services in the field of
cybersecurity,” funded by the Ministry of Digital Governance in collaboration with the National Cyber Security
Authority.

Senior ICT Security Expert in the project “Redesign of the method for evaluating the security of information
systems of authorized economic operators” (funded by the General Secretariat for Information Systems).
Scientific expert in the project “Consulting Services for the Compliance of RAVAGO group companies with the
GDPR requirements” (Private funding / RAVAGO).

Scientific expert in the project “Technical and managerial support to Aristotle University of Thessaloniki during
the implementation of GDPR”.

ICT Security Expert in the project “Technical certification advisor for RAE (Regulatory Authority for Energy) on
ISO 27001 and ACER/NRA”.



17. ICT Security Expert in the project “Scientific Consultant to OSEVEN on GDPR, ISO 27001, and security audits”
(Private Funding / OSEVEN).

Education

Athens University of Economics and Business Nov. 2015
Ph. D. @ Software Security and Critical Infrastructure Protection analysis and modeling
* Research areas: Risk assessment, Interdependency analysis, software security, software engineering, source

code analysis, vulnerability detection, critical infrastructure protection, graph theory.

Athens University of Economics and Business January 2011
Master of Science @ Information Systems (Grade: 8.34/10 - Scholarship)
*  Major Courses: Applied Cryptography, Computer and Network Security, Software development and Systems
Architecture, Information Security and Critical Infrastructure Protection, Development of Information systems

and large databases, Computer and Network Security.

University of Piraeus July 2008
Bachelor of Science @ Department of Informatics (Grade: 7.01/10)
*  Major Courses: Object-oriented programming, Computer design and architecture, Logical design
of digital circuits, IT security, Networks.

Sponsored R&D Projects

1. Google Digital News Innovation (DNI) Fund — University of Piraeus Feb. 2017 — August 2017
Principal Investigator — R&D

“Word of Mouth” (WoM) is an privacy-aware, user-friendly software that will enable fast and passive
distribution of location-and-time-specific trending news to interested users. The idea is to emulate the
“mouth-to-mouth” spreading of news in a peer-to-peer manner, while at the same time fully respecting
users’ location and information privacy.
¢ Responsibility: Director & lead researcher of the project. Method & algorithm development (Java), Business
process analysis, Business Impact analysis, technology utilization and implementation.
¢ Outcome: Android mobile application able to passively distribute less-trending, location-and-time based news to
interested users by utilizing user article searches and private proximity testing to ensure user privacy.

2. MEAITY - University of Piraeus Feb. 2017 — August 2017
Senior Researcher

Development of methodologies and embedded security solutions for e-health services based on Internet of
Things technologies. The scope of the project is the development of innovative methodologies and
integrated security solutions for the protection of [oT technologies that used to provide / support real-time
health services.
¢ Responsibility: Senior researcher of the project. Attack implementation and demo on process-aware attacks on
medical devices.



e Outcome: Journal paper on analysis of IoT network protocols and their device usage. Conference paper (under peer
review) on novel process-aware attacks on Type-I diabetic treatments using CGMS infusion pumps through
malware.

3. Athens University of Economics and Business Dec. 2017 — Present
DRASI 2 2017/18 - Principal Investigator

“Development of a risk-based interdependency analysis methodology capable to analyze large-scale traffic
congestions of cargo ships between interconnected ports of the maritime network in the entire planet and
provide mitigation solutions to increase traffic flow resilience. Proposed research held in cooperation with
MarineTraffic Corporation”.

DRASI 2 2017/18 - Researcher

e Project: “Protecting critical infrastructure networks from side channel attacks on packets”

e “Despite encryption, targeted side channel attacks on encrypted packets may lead to information disclosure of
functionality over encrypted TCP/IP running MODBUS RTU protocol. In this project, we presented attacks on
web interfaces that implements unpadded encryption with specific block cipher modes (e.g. CFB, GCM, OFB
and CTR modes) or most stream ciphers (e.g. RC4) to send MODBUS functions over TCP/IP is subject to
differential packet size attacks. A major cause for this attack is the very small number of potential MODBUS
commands and differences in packet sizes, which leads to distinctions in traffic”.

4. Athens University of Economics and Business Oct. 2016 — Nov. 17
DRASI 2 2016/17 - Principal Investigator

Risk mitigation strategy development and analysis of Cascading failures specifically for the Transportation
Sector and critical infrastructures in general. Methods based on graph theory, centrality metric analysis and
fuzzy logic.
¢ Responsibility: Director and lead researcher. Method & algorithm development (Java); Graph Theory analysis;
Data analysis; Feature extraction; Tool implementation.
¢ Outcome: Methodology and tools able to analyze dependencies between roads and junctions in UK’s transportation
sector and predict the most critical dependency paths and most dangerous infrastructure nodes in Risk
Dependency Graphs. Tool development able to propose areas for congestion mitigation.

Certificates and Awards

e  Certified Information Security Manager (CISM), ISACA, 242426677 2024

e Industrial Control Systems Cybersecurity Training (301v), Cybersecurity and Infrastructure Security Agency (CISA),
Dept. of Homeland Security, USA 2021

e IS0 27001 Lead Auditor (TUV Austria EKP|2019|0094) 2019

e Data Protection Officer, Hellenic Institute of Certifications, EL.DP0O.0034 2018

e  Scholarship, M.Sc. in Information Systems, Athens University of Economics and Business 2011

e Excellence, M.Sc. in Information Systems, Athens University of Economics and Business 2011

e TOEFL degree, Score 114/120
2008

e Cambridge English: Proficiency (CPE) qualification 2000



Publications

1. Editorial

1. [Ed-1] Gritzalis D, Theocharidou M, Stergiopoulos G. Critical Infrastructure Security and Resilience. Springer,
Cham; 2019.

2. [Ed-2] Guest Editor, Machine Learning in Intrusions Detection and Attacks for Smart IoT Ecosystem, Special Issue -

Internet of Things Journal, Elsevier, 2023 (accepted invitation, pending approval)

2. Book Chapters

2. [B-3] “Acodiein I[TAnpoeopidv kot Zvotudtev otov KuvBepvoympo”, EKAOZEIEX NEQN TEXNOAOIIQN,
Maptiog 2021, Zmkpatg K. Katowag — Etépavog I'kpitfaing — Kovotavtivog Aaurpivovdakng (Ed.), ISBN13:
9789605780647.

3. [B-2] Stergiopoulos G., Katsaros P., Gritzalis D., "Execution path classification for vulnerability analysis and
detection", in E-Business and Telecommunications, Obaidat M., et al. (Eds.), pp. 293-317, Springer (CCIS 585),
2016.

4. [B-1] Stergiopoulos G., Theocharidou M., Kotzanikolaou P., Gritzalis D., "Using centrality measures in dependency
risk graphs for efficient risk mitigation", in Critical Infrastructure Protection IX, Shenoi S. (Ed.), pp. 25-40, Springer,
2015.

3. Journal Publications

6. [J-33] Stergiopoulos, G., Leventopoulos, S., Karamousadakis, M., Schuster, B., & Gritzalis, D. (2025). Enhancing
Urban Heatwave Response Planning via a Graph-Based Digital Twin Approach: Spatial Dependency Risk Analysis in
Vienna City. IEEE Access. 2025.

7. [J-32] Raptaki, Melina, George Stergiopoulos, and Dimitris Gritzalis. "Automated cybersecurity impact

propagation across business processes using process mining techniques." International Journal of Information
Security 24.3, 2025.
8. [J-31] Efstratios Vasilellis, Thanos Katsiolis, Dimitris Gritzalis, George Stergiopoulos, Christina Sotiriou, “The

Sound of Malware: An Audio Fingerprinting Malware Detection Method”, International Journal of Information
Security 24 (3), 155, 2025.

9. [J-30] Di Pietro, A., Cavedon, F., Stergiopoulos, G., & Rosato, V. (2025). Modeling Fault Dynamics of
Interdependent Assets in Complex Urban Environments Using Open-Data: Extended Version. SN Computer Science,
6(6), 564. 2025.

10. [J-29] Stergiopoulos G., Raptaki, M., Gritzalis D., Automated event log analysis with causal dependency graphs for

impact assessment of business processes, IEEE ACCESS, 2024.

11. [J-28] Leventopoulos S., Gritzalis D., Stergiopoulos G., "Malware as a geopolitical tool", in Malware - Handbook of
Prevention and Detection, Gritzalis D., Choo K.-K. R., Patsakis C. (Eds.), Springer (Advances in Information
Security), 2024.

12. [J-27] K. Pipyros, M. Gounari, G. Stergiopoulos, D. Gritzalis, “Harmonizing Open Banking in the European Union:
A Comprehensive Analysis of PSD2 Compliance, Security Frameworks, and Data Protection Standards”,

International Cybersecurity Law Review, Springer, 2023.



13.
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26.
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28.

[J-26] Stergiopoulos, G., Kotzanikolaou, P., Adamos, K., & Mitrou, L. “Scaling Private Proximity Testing Protocols
for Geofenced Information Exchange: A Metropolitan-Wide Case Study”’, Computer Networks, Elsevier, 2023,
Available at SSRN 4500629 (under revision).

[J-25] P. Dedousis, G. Stergiopoulos, G. Arampatzis and D. Gritzalis, "Enhancing Operational Resilience of Critical
Infrastructure Processes through Chaos Engineering," in /EEE Access, DOI: 10.1109/ACCESS.2023.3316028.

[J-24] Adamos, K., Stergiopoulos, G., Karamousadakis, M., & Gritzalis, D. (2023). “Enhancing attack resilience of

cyber-physical systems through state dependency graph models”. International Journal of Information Security,

Springer, 1-12.

[J-23] George Stergiopoulos, Panayiotis Kotzanikolaou, Charalambos Konstantinou, and Achilleas Tsoukalis,

“Process-Aware Attacks on Medication Control of Type-I Diabetics using Infusion Pumps”, IEEE Systems Journal,
2023.
[J-22] Lygerou 1., Srinivasa S., Vasilomanolakis E., Stergiopoulos G., Gritzalis D., "A decentralized honeypot for IoT

Protocols based on Android devices", International Journal of Information Security, July 2022.

[J-21] Dedousis P., Stergiopoulos G., Arampatzis G. and Gritzalis D., A security-aware framework for designing in-
dustrial engineering processes, IEEE ACCESS, November 2021.

[J-20] Xarhoulacos C.-G., Anagnostopoulou A., Stergiopoulos G., Gritzalis D., "Misinformation vs. situational

awareness: The art of deception and the need for cross-domain detection", Sensors (Special Issue: Cyber Situational
Awareness), August 2021.
[J-19] Stergiopoulos G., Gritzalis D., Anagnostopoulou A., Vasilellis E., "Dropping malware through sound

injection: A comparative analysis on Android operating systems”, Computers & Security, February 2021.

[J-18] G. Lykou, P. Dedousis, G. Stergiopoulos, D. Gritzalis, “Assessing Interdependencies and Congestion Delays in
the Aviation Network”, IEEE Access, 2020

[J-17] Gkotsis 1., Gazi A., Gritzalis D., Stergiopoulos G., Limneos V., Vassiliou V., Koutiva E., Petrantonakis D.,
Lefkokilos E., Agrafioti E., Chalkidou A., Drakoulis D., Eleftheriou A., Skalidi A., Demestichas P., Fuggini C.
(2020) Securing the European Gas Network, the Greek Business Case. Special Issue “Technology Advances and

Support for Security Practitioners” of Security Informatics and Law Enforcement, Springer, ISSN: 2523-8507, 2021
[J-16] Dedousis P., Stergiopoulos G., Gritzalis D., “An improved bit masking technique to enhance covert channel
attacks in everyday IT systems", in ICETE-2020, Obaidat M., et al. (Eds.), Springer, 2021

[J-15] Stergiopoulos G., Dedousis P., Gritzalis D. “Automatic analysis of attack graphs for risk mitigation and
prioritization on large-scale and complex networks in Industry 4.0”, International Journal of Information Security,
Springer, 2022, https://link.springer.com/article/10.1007/s10207-020-00533-4

[J-14] Dimitris Koutras, George Stergiopoulos, Thomas Dasaklis, Panayiotis Kotzanikolaou, Dimitrios Glynos,
Christos Douligeris, “Security in loMT Communications: A survey”, SENSORS Journal, MDPI, 2020.

[J-13] Stergiopoulos G., Gritzalis D., Limnaios E., “Cyber-attacks on the Oil & Gas sector: A survey on incident

assessment and attack patterns”, IEEE Access, 2020.

[J-12] D Gritzalis, G Stergiopoulos, E Vasilellis, A Anagnostopoulou, "Readiness exercises: Are risk assessment
methodologies ready for the Cloud?", Learning and Analytics in Intelligent Systems, Vol. 14, pp. 177-192, Springer,
June 2020.

[J-11] George Stergiopoulos, Panagiotis Dedousis, Dimitris Gritzalis, Automatic network restructuring and risk

mitigation through business process asset dependency analysis, Computers and Security (CoSe), Volume 96, 101869,
ISSN 0167-4048, 2020.



29.

30.
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36.
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38.

[J-10] Malamas V., Dasaklis T., Chantzis F., Stergiopoulos G., Kotzanikolaou P., Douligeris C., "Risk Assessment
Methodologies for the Internet of Medical Things: A Survey and Comparative Appraisal,”" in [EEE Access, vol. 9, pp.
40049-40075, 2021.

[J-9] Stergiopoulos G., Chronopoulou G., Bitsikas E., Tsalis N., Gritzalis D., “Using side channel TCP features for

real-time detection of malware connections”, In: Journal of Computer Security, Vol. 27, no. 5, pp. 507-520, 2019.
[J-8] Stergiopoulos G., Kapetanas N., Vasilellis E., Gritzalis D., "Leaking SCADA commands over unpadded TCP/IP
encryption through differential packet size analysis", Security & Privacy, April 2019.

[J-7] Stergiopoulos, G., Valvis, E., Mitrodimas, D., Lekkas, D., & Gritzalis, D. (2018). Analyzing congestion
interdependencies of ports and container ship routes in the maritime network infrastructure. In: IEEE Access, 6,
63823-63832.

[J-6] Stergiopoulos, G., Gritzalis, D., & Kouktzoglou, V. (2018). Using formal distributions for threat likelihood
estimation in cloud-enabled IT risk assessment. In Computer Networks, Elsevier, 134, 23-45.

[J-5] Stergiopoulos, G., Valvis, E., Anagnou-Misyris, F., Bozovic, N., & Gritzalis, D. (2017). Interdependency
analysis of junctions for congestion mitigation in transportation infrastructures. In ACM SIGMETRICS Performance
Evaluation Review, 45(2), 119-124.

[J-4] Stergiopoulos, G., Kouktzoglou, V., Theocharidou, M., & Gritzalis, D. (2017). A process-based dependency
risk analysis methodology for critical infrastructures. In: International Journal of Critical Infrastructures (Special
Issue), 13(2/3), 184-205.

[J-3] Stergiopoulos, G., Katsaros, P., & Gritzalis, D. (2017). Program analysis with risk-based classification of

dynamic invariants for logical error detection. In: Computers & Security (CoSe), Elsevier, 71, 36-50.
[J-2] Stergiopoulos, G., Kotzanikolaou, P., Theocharidou, M., Lykou, G., & Gritzalis, D. (2016). Time-based critical

infrastructure dependency analysis for large-scale and cross-sectoral failures. In: International Journal of Critical

Infrastructure Protection, Elsevier, 12, 46-60.
[J-1] Stergiopoulos, G., Kotzanikolaou, P., Theocharidou, M., & Gritzalis, D. (2015). Risk mitigation strategies for
critical infrastructures based on graph centrality analysis. In: International Journal of Critical Infrastructure

Protection, Elsevier, 10, 34-44.

4. Conference Publications

39.

40.

41.

42,

43.

[C-26] G. Stergiopoulos, S. Leventopoulos, D. Gritzalis, "A Machine Learning approach to optimizing cybersecurity

spending in critical infrastructures", in /Proc. of the 21st International Conference on Security and Cryptography/
(SECRYPT-2024), ScitePress, France, July 2024.
[C-25] A. Anagnostopoulou, T. Papaloukas, G. Stergiopoulos, D. Gritzalis, "From plant to lab: Evaluating and

comparing industrial emulation tools for real-world testing in Industrial Control Systems", in Proc. of the 21st

International Conference on Security and Cryptography (SECRYPT-2024), ScitePress, France, July 2024

[C-24] Antonio Di Pietro, Francesco Cavedon, Vittorio Rosato and George Stergiopoulos, "Modeling Networks of
Interdependent Infrastructure in Complex Urban Environments using Open-data", COMPLEXIS 2024.

[C-23] Adamos, K., Filippopoulos, 1., Stergiopoulos, G., & Gritzalis, D. (2023, June). A Survey on National Cyber
Emergency Plans. In European Conference on Cyber Warfare and Security 2023 (Vol. 22, No. 1, pp. 1-11).

[C-22] Dedousis P., Raptaki M., Stergiopoulos G., Gritzalis D., "Towards an automated business process model risk

assessment: A process mining approach”, in Proc. of the 19th International Conference on Security & Cryptography
(SECRYPT-2022), Portugal, July 2022.
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[C-21] Konstantinou, C., Stergiopoulos, G., Parvania, M., & Esteves-Verissimo, P. (2021). Chaos engineering for

enhanced resilience of cyber-physical systems. Resilience Week (RWS) 2021, INL Idaho National Laboratory,
Washincton D.C., October 2021.

[C-20] Dedousis P., Stergiopoulos G., Gritzalis D., "Towards integrating security in industrial engineering design
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